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PREFACE

Prof. S Sadagopan
Professor & Director
The International
Institute of Information
Technology, Bangalore

At IIITB, one of our focus areas is the social role of Information
Technology. As part of our efforts in promoting open source
applications for societal development, we are undertaking a
global effort to create a Modular Open Source Identification
Platform (MOSIP) as a public good.
Built on the principles of scalability, security and privacy, MOSIP
hopes to help countries implement a foundational digital
identification system in a cost-effective manner. The modular
architecture provides governments flexibility in how they
implement their foundational identification systems.
We have witnessed in India, Peru, Estonia, Pakistan, and
elsewhere that robust identification systems with universal
coverage can be transformational. Digital forms of identification
provide a potentially transformative solution to this global
challenge by offering countries the ability to leapfrog
paper-based systems and establish a robust identification
infrastructure. This paradigm shifts in the way social safety

programs are run. Digital Identification systems have facilitated
financial inclusion to the poorest of the poor, empowered access
to basic healthcare, education, and social entitlements. It has
increased accountability and has driven innovation in service
delivery.
This Bluebook is our effort to document the principles,
architecture, and governance of MOSIP.
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EXECUTIVE SUMMARY

UN’s Sustainable Development Goals:
“Promote peaceful and inclusive societies for sustainable development, provide access to justice
for all and build effective, accountable and inclusive institutions at all levels.” - Goal 16
“By 2030, provide legal identity for all, including birth registration” - Target 16.9

A foundational ID system is one in which

system. Some of the factors that drive the

individuals receive a unique identifier from the

technology choice for MOSIP are maturity,

government that is used for identity assertion and

performance, scalability, security, affordability, and

verification for various purposes. A Modular Open

evolvability.

Source Identity Platform (MOSIP) will help in
building a foundational ID system that upholds
the principles of inclusion, robustness, privacy, and

MOSIP will be freely available to countries, so that
they can configure and customise the platform

trust.

for their individual requirement and context. Use

Countries could leverage MOSIP as a public good

MOSIP is agnostic to specific applications,

to build their respective foundational ID systems

programming languages and platforms. The

and provide universal coverage. A clear definition

modular architecture provides governments

of the strategy, principles, and governance for the

flexibility in how they implement their foundation

design and development of MOSIP software will

ID system.

of open standards and open source ensures that

provide the right solution for a country that
intends to adopt a multipurpose foundational ID
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INTRODUCTION
A country’s identification (ID) system is the

While some of these choices and challenges will

backbone for delivery of public and private

necessarily differ across contexts, there are some

services. Many nations have begun to implement

common ones faced by all countries. These

digital ID systems to improve the efficiency and

include ensuring uniqueness in the system,

effectiveness of public services. In many cases,

interoperability, privacy by design, reaching s
 cale,

these systems are designed with a particular use

avoiding vendor lock-in, maintaining affordability,

case in mind (for example voting, driving permit,

and so on.

accessing social security benefits, and so on); such
ID systems are known as Functional ID systems.
Increasingly, however, governments are exploring
the development of multipurpose foundational ID
systems. In a foundational ID system, individuals
receive a unique identifier from the government
that is used for identity assertion and verification.
The foundational ID can be leveraged to provide a

The International Institute of Information
Technology, Bangalore (IIIT-B), a world-renowned
technology university, is undertaking a global
effort to create a Modular Open Source Identity
Platform (MOSIP) as a public good. MOSIP will
augment governments’ capacity to address some
of these common challenges. MOSIP will be

wide variety of government and private functions.

configurable and customizable, enabling countries

As countries consider how best to build

for their foundational ID system. This effort is being

foundational ID systems, they face several policy

funded by Indian and international philanthropic

and technological choices. Once these choices are

organizations.

to make choices based on specific requirements

made, implementers often grapple with
implementation challenges.
Figure 1 - What does it take to build a robust foundational ID the benefits every resident of the country?
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Principles on Identification
Any modern identification system needs to adhere

as well as the United Nations High Commissioner

to globally accepted principles in order to be

for Refugees (UNHCR) standards for identity

inclusive, empowering and innovative. While many

management of refugees. Several United Nations

such principles have been proposed, two in

and international organizations, donors and

particular have received traction from several

private sector actors have endorsed these

reputed organizations. These include the

principles, which are listed below:

principles on identification for sustainable
development1

Figure 2 - Core
principles on
identification

Principles on Identification for Sustainable
Development: Toward the Digital Age
(http://documents.worldbank.org/curated/en/2135814863
78184357/pdf/112614-WP-REVISED-PUBLIC.pdf).
1
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Need for a Foundational Id
A foundational ID is based on a minimal set of

avoid exclusion, and establish the uniqueness of

attributes, such as name, gender, date of birth, and

each individual. It also implies that it should not

biometrics, that can be used to distinguish

collect different information from different people.

between individuals. Biometrics have been used in
some countries that do not have an effective civil
registry. A foundational ID should include all the
residents of a country, irrespective of citizenship,
gender, ethnicity, age or religion. Moreover,
foundational IDs should be agnostic of specific
applications, such as food ration systems, although
these IDs might ultimately be used for such
services too. Ultimately, a foundational ID is not
meant to provide any rights or entitlements; it
should simply assist individuals to assert their
unique identities, and enable service providers to
verify the same.
While making policy and technological choices,
countries need to align to the ‘Data Minimization’
principle. This principle states that the identity
provider should collect only the bare minimum
data required to ensure universal coverage,

Moreover, standardization of name, address, and
so on are essential to create a common,
electronically verifiable foundational identity for all.
It is also critical that these choices maintain the
spirit of universal coverage and do not end up
excluding sections of people.
Government departments can leverage a
foundational ID system to issue purpose-specific
functional IDs. They may build on the foundational
ID to identify an individual entitled to a particular
service. For example, healthcare, insurance, and
subsidized goods. Additionally, process flows for
citizen-centric applications, such as opening a
bank account, issuing telecom SIM card, and so on,
be harmonized. Such an approach significantly
enhances the strength of the ID infrastructure in a
country, drastically reduces cost for ID
management and lends itself to good governance.

Figure 3 - Foundational ID and Functional ID
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Fostering Efficient And Effective Service Delivery
A robust, scalable and inclusive foundational ID

●

system is transformational for the management of

Multiple identities for the same person,
resulting in leakages.

social benefits, financial inclusion, education,
healthcare and other critical people-centric

●

services. It is part of a digital infrastructure to

Ghost or non-existent individuals having
identities to scheme the system

efficiently and effectively deliver public and private
sector services and social welfare programs.

●

the identity credentials are accepted only

For any agency, delivering a service to people,

for a specific purpose and at a specific

verifying identity and establishing service

location.

entitlement of the beneficiary is necessary. In the
absence of a central robust foundational ID

Limited or no interoperability, as most of

●

Duplication of effort in identity creation by

system, service agencies follow their own

different service agencies, increasing

processes for creating functional IDs. This

overall cost of identification and

approach creates several challenges in service

inconvenience to residents.

delivery:

Figure 4 - Lack of a unique,
digitally verifiable identity
creates several challenges in
service delivery.
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Creation and usage of a unique, digital and

●

foundational identity across the country that is

Reduced rent seeking due to less
dependency on manual processes;

verifiable electronically has key benefits such as:

●

●

●

Efficient service delivery process;

individuals with multiple identities

●

Reduced cost of identity establishment;

Authentication of the individual at service

●

Electronic audit trail to audit service

A unique identity addresses concern of

delivery ensures rightful claimant receives

delivery process more effectively

benefits and prevents ghost beneficiary

●

from scheming the system

●

Online authentication opens new ways for
service delivery

Identity that works across the country
empowers the individual with portability
and the system’s ability to serve across
geographies;

Figure 5 - Benefits of an electronically verifiable, interoperable foundational ID

MOSIP Strategy and Vision | Aug 2018 | 14

TECHNOLOGY STRATEGY
Societal platforms such as foundational ID systems
are considered as digital public infrastructure for a
country. Therefore, they should maximize reach
and inclusion, while being cost-effective and
scalable. When a foundational ID program for an
entire nation is being built, it is typically subject to

Lack of harmonization with other services
Solutions built around proprietary, closed systems
tend to use non-standard protocols and
components, which make integration with other
services and systems difficult. This could defeat

several challenges:

the very purpose of providing efficient and

Inadequate birth registry

such systems are expensive to build and maintain.

A robust birth registry is the first step in securing a

Technological and regulatory obsolescence

legal identity and is the country’s primary
foundational ID system. However, birth registry
systems in developing nations often have low
coverage. While building a robust civil registry is
an independent developmental imperative, a
foundational ID system can help countries deal
with the reality of fragmented identification

effective service delivery for residents. Moreover,

It is extremely difficult to create systems that have
a simple, minimalistic design and also keep pace
with technological and regulatory evolution. The
open source and modular approach of MOSIP
makes it easy to evolve with time to changing
needs.

systems.
High cost of biometric systems
Biometrics such as fingerprints, iris, and face can
help establish a non-repudiable unique identity for
all residents. However, building a robust identity
platform based on a biometric system is
technically challenging and thus expensive.
Vendor lock-in
When a platform architecture is built with a
proprietary solution from a technology vendor,
there is significant likelihood for vendor or
technology lock-in and/or dependency. This
creates rigidity in adapting new technologies,
regulatory requirements or integration with other
platforms, therefore stymieing ecosystem-driven
innovation. Platforms should be agile to
technology and policy evolution.
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Foundational ID as a Modular Open Source Platform
Addressing the challenges of vendor-specific,

interoperable. Importantly, the ID platform should

closed or proprietary technologies requires a

do one thing and do it well — empower every

different way of approaching the architecture,

resident with a unique identity. It is a digital

design and integration of large-scale systems. The

platform that allows residents to authenticate

foundational ID system would be implemented as

themselves anywhere, anytime.

a Modular Open Source Identity Platform (MOSIP).
Foundational ID system being a strategic asset of a
country, solutions should be vendor neutral and

Figure 6 - MOSIP is intended to be a layered platform. Country specific customizations are intended to be added as a
layer on top of the core technology platform. Use cases can be built as a topmost layer.
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DESIGN PRINCIPLES
In trying to decide the platform architecture, it is

should be well understood and should not limit

easy to be carried away by cutting-edge

the ability to scale. The system should work just as

technologies and practices. However, for a

well in bandwidth-constrained environments.

platform as critical as a foundational ID system, it is
prudent to make technology choices that are fit

Security

for purpose and support the ecosystem around it.

The system should prevent unauthorized access

Some of the key factors driving the technology

and usage. It should be resilient to attacks and also

choices for MOSIP are discussed in this section.2

have the capability to recover from a security

Maturity
The choice of technology should be such that the
software developer ecosystems in countries can

breach or an attack. The system should use secure
communication channels. Every access and
transaction within the system should be audited

easily adopt MOSIP by leveraging the expertise

Affordability

they already have. The MOSIP dev team is

The system should be economical — it should

selecting technologies that have been available

have cost-effective hardware and software. To help

and deployed successfully for a considerable

achieve this aim, the MOSIP building team is

period.

leveraging infrastructure based on commodity

Performance

hardware.

Foundational ID systems should provide

Evolvability

reasonable performance at population scale. They

Technology and regulatory policies evolve over

should be able to comfortably handle identity

time. The system should be architected in a way

service requests per unit of time (throughput) and

that makes it easy to adapt to and embrace this

respond to an individual request quickly, without

evolution without much reengineering.

degrading user experience (response time). The
system should have a high level of accuracy —

Open Standards, Open Source

both in terms of correctly issuing unique identities

To support widespread use across functions, such

to the entire population and generating
identification matches with an infinitesimally low
percentage of error. System should be stable and
resistant to failures in the face of external forces
such as age, env. conditions, and pace of
development.

Scalability

as the banking, telecom, and service sectors, and
to enable seamless integration with other services,
use of open standards is important. The
architecture should be agnostic to specific
applications, programming languages and
platforms. E.g., this includes the usage of XML or
JSON as a document exchange format, open
protocols like HTTPS over REST, and so on. The

The system should continue to work predictably

software should have published, documented, and

when used by a large number of users. The system

accessible Application Programming Interfaces

should reliably work with a large volume, variety

(APIs). A platform is pluggable and extensible

and velocity of data — all of which steadily increase

when open protocols & APIs are used effectively.

over time. Software or hardware bottlenecks
Today, in the software technology field, a lot of
2

 echnology Landscape for Digital Identification
T
(http://pubdocs.worldbank.org/en/199411519691370495/ID
4DTechnologyLandscape.pdf).

innovation is centered around open source.
Hadoop, Docker and Linux are some examples of
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open source technology ecosystems. Having the

personally identifiable information) has to be

foundational ID system as an open source

established both at rest and in motion. All service

platform would open it to a large community of

and data access should be captured in an audit

developers, testers, and other professionals who

trail.

can constantly provide feedback, contribute
actively with new features, or fix bugs. There are

Population-Scale Design

plenty of examples in the technology where the

The platform should work at population scale, that

agility to adapt & the pace of evolution in open

is, for populations of up to a few hundred million

source projects is higher than proprietary

residents. The traditional approach to scaling is

implementations. Key advantage of the MOSIP

vertical — additional computational and storage

approach is that countries will have a ‘best

capacity. This is not only expensive, but also limits

practice’ system built by global experts. A strong

the system’s overall ability to scale. Therefore,

open source community assures security, quality,

having a system that can scale horizontally is

flexibility, interoperability and support.

critical. This can be achieved by designing
components of the system to be cloud-ready and

Having the foundational ID system as an
open source platform would open it to a large
community of developers, testers, and other
professionals who can constantly provide

by leveraging commodity hardware, which can be
easily deployed or replaced.

Minimalistic and Evolutionary Approach

feedback, contribute actively with new

The design should be simple and minimalistic.

features, or fix bugs.

There should be a clear separation of logical layers
and functional boundaries, with only documented
APIs used for communication between them. The

Modular

design of the system should be evolutionary, that

A platform should have one primary function. The

while allowing for rapid adoption of the platform.

key to successful ecosystem innovation is

All components should be independently

unbundling of features and integration using open

replaceable and extensible. A loose-coupled

interfaces. This also gives government

microservice approach lends itself to this principle.

is, new capabilities should be built incrementally

departments the flexibility to evolve each aspect of
the platform independently. This would help
countries choose relevant modules to suit their
design preferences.

Configurability and Customizability
An ID platform cannot have a one-size-fits-all
approach, as each country would have its specific

Privacy by Design

requirements, such as the attributes that

The platform should be designed to be secure and

MOSIP will support these diverse needs without

should support privacy from the ground up. All

the need for additional engineering. Countries

transactions and data recorded within the system

should ideally be able to configure a well

should be digitally signed. Common APIs should

documented open source ‘kernel’, pick & choose

ensure access controls, auditing, confidentiality

the modules which it wishes to use for its ID

(via encryption), and integrity (via signatures).

system as a solution to save time and costs, i.e.,

There should not be direct access to the data and

avoid developing technology from scratch.

constitute unique identification for its residents.

the only entry point into the system should be
through open APIs with enough levels of
authorization. Confidentiality of sensitive data (like
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FUNCTIONAL ARCHITECTURE
The primary purpose of MOSIP is to empower nations to build their own foundational ID so that residents
can uniquely identify and electronically verify themselves. The functional modules are as represented in
the figure below.

Figure 7 - The functional architecture of MOSIP
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Functional Modules
ID Issuance

automated quality check for virus, tampering,
structure compliance, and so on.

The ID Issuance framework facilitates building of
the end ID Issuance application. It incorporates

● Manual Quality Check and Adjudication - Some

common ID Issuance activities such as master

part of the data quality checks should be

data sync with the server, supervisor validation, ID

performed manually by an adjudicator. This is

Issuance data packet formation, and transfer of

done by correlating two attributes, for example,

packets to the server. The ID Issuance framework

photo-age, photo-gender. This module should

will support both offline and online modes of

be configurable to perform sampling on

operation. A country can build on its existing ID

operator, user-age, geography, device, and so

system, verifying supporting documents/ID in

on.

both online and offline modes. Thus, if a country
has an existing tax ID system or a bank ID system,
the foundational ID can leverage the same.

● Deduplication - Uniqueness Check
This module performs crucial uniqueness
check on the ID Issuance information. The

A reference web-interface portal will be provided

uniqueness check can be performed on various

for self pre-enrolment by the resident. Countries

biometric attributes like fingerprints, iris scan,

are expected to configure and build their ID

and face scan.

Issuance client applications using the ID issuance
framework. A reference implementation of the ID
Issuance client will be provided as part of MOSIP.
This module manages the entire process of
collecting user data at the ID issuance centers and
generates a unique identification number (UIN). It
processes the data submitted for ID issuance and
validates the authenticity of information, process
and person. It checks data and image quality,
language, transliteration, and so on.
Identity Data Management System (IDMS) is a
batch service that continuously runs on the server,
processes the data packets, and generates the

● UIN allocation - Allocates the UIN to the unique
individual identified by the system.

Identity Lifecycle Management
This module enables updating of the ID to reflect
important life events such as change of name and
address. It also allows corrections to remove data
entry errors. The module provides multiple modes
of updates (online, paper trail, and in person), with
necessary checks and balances to prevent misuse
and fraud. All updates require user authentication
to ensure that the data of a particular user is
accessible and updateable only by that user. All

UIN.

documents are validated to ensure accuracy of

The IDMS interfaces with the Automated

either by themselves or in assisted mode. Finally,

Biometric Information System (ABIS) for biometric

users receive a notification about the update.

dedupe check and the Demographic engine for
demographic dedupe. Some of the other
important submodules are listed:
● Automated Quality Check - All data packets
collected from the field undergo standard

data. Residents have the flexibility to update data

Identity Applications
This module enables individuals to verify and
authenticate their ID electronically in real time.
Such ‘online authentication’ of ID has certain
distinct advantages over ‘offline’ methods,
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including cost, security, ease of implementation
and extensibility.
● Types of Authentication - Biometric,
Demographic, and Electronic, the
authentication service supports biometric,
demographic and electronic (for example, OTP,

● Lock/Unlock Biometric - Enables residents to
lock or unlock their biometrics. This helps
prevent the misuse of a person’s biometrics (for
example, when the person is out of the
country).
● Lock/Unlock ID - Enables residents to lock the

PIN, password) matching, with a yes/no

usage of the ID for authentication or KYC

response only. It does not support

purposes to prevent misuse.

privacy-violating queries on residents’ data, e.g
the residence address, DOB, and so on.
● Consented Data Sharing or electronic Know

● Notification and History - Enables residents to
view a record of the ID Issuance, lifecycle
changes and authentication requests. It also

Your Customer (eKYC) - The platform provides

notifies users via e-mail/SMS whenever the ID is

secure, non-repudiable, and online sharing of

updated or authenticated.

resident demographic information. This is done
only with explicit user consent, and will not
include sharing of any biometric data. This
enables residents to share their identity
information with organizations in exchange for
various services. It also allows them to meet
regulatory requirements for services like
opening a bank account or getting a mobile
phone connection.
● Multifactor Authentication - The authentication
service supports multi factor authentication,
which has become a prevalent security
practice. For example, biometric authentication
can be one factor and an OTP sent to the user’s
mobile phone can be the other. Implementing
agencies can include additional layers of

● Virtualization - Allows creation of a virtual
identification number, which can be used
when the resident is uncomfortable sharing
the actual UIN details.

External System Integrations
MOSIP provides only the core modules needed for
a foundational ID system, as described in the
previous section. However, it is designed to help
countries integrate additional bespoke systems or
commercial off-the-shelf (COTS) solutions. Some of
these solutions are listed below:
● Translation and transliteration services
● Notification services like e-mail or SMS

authentication to strengthen the verification

● Document Management System (DMS)

process. For example, a bank may use an ATM

● Automated Biometric Identification System

card with biometrics, where the card is
authenticated within the bank’s domain and
biometrics are authenticated within the
foundational ID system.

Resident-controlled Applications
The MOSIP system provides modules that
empower residents with control over their ID
usage. This increases trust and privacy in the

(ABIS)
● GPS and location services for mapping centers
● ID card printing and dispatch and delivery to
residents
● Business Intelligence, reporting, and fraud
analytics system
● Existing Civil Registry and Vital Statistics
System(CRVS)

system. Some of these key functionalities are
listed:
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GOVERNANCE
MOSIP is being developed by the International
Institute of Information Technology, Bangalore
(IIIT-B). In keeping with the ethos of the open
source movement, the governance of the platform
adheres to the following principles:

MOSIP Executive Committee
This committee comprises donors and
representatives of organizations that have been
championing digital ID for sustainable and
inclusive development. The committee advises
IIIT-B in building the vision and road map for

Libre
In the spirit of ‘technology as social equalizer’,
MOSIP will be made available on a public
repository as an open source product. Any country
can use it freely to develop customized

MOSIP. The committee ensures that the core
values and guiding principles are always adhered
to.

MOSIP Technology Committee

foundational ID systems. This principle implies that

This committee consists of experts in the fields of

MOSIP will be built using only reusable

open source software development, software

components, such as those available for free use

engineering, architecture, quality assurance,

under open source licenses. MOSIP will use

security, privacy, and biometrics. It provides advice

proprietary or licensed components sparingly,

on technology implementation of MOSIP. This

only to fulfil any capability not provided through

includes, but is not limited to, the creation of

open source components.

functional and technology specifications. The
technology committee oversees the software

Community

development lifecycle. It also solicits feedback

A strong community of developers, testers,

from the user community and works towards

commercial service providers, system integrators,
trainers, educators, user communities, and
champions of digital identity will support and
maintain the platform source code.
MOSIP, like any open source platform, will be
governed under a formal structure that helps
meet the core objectives of creating a robust,
scalable, and effective foundational ID platform.
This structure will ensure transparency,
participation, and efficacy of the platform. IIIT-B
will develop, deploy, and manage all processes
related to MOSIP, including that of technology
development and standards. While performing
this function, IIIT-B is being advised by three
bodies: an executive committee, a technology
committee and an international advisory group.
These three bodies function independently and

creating an active developer ecosystem. It has the
power to accept or reject code, documentation
and control releases.

International Advisory Group
IIIT-B will constitute an international advisory
group consisting of members drawn from
technology organizations, governments, and
relevant development agencies. This group will
meet once or twice a year, review the progress of
MOSIP, and offer suggestions for improvement. It
would provide advice on positioning MOSIP as an
offering to various stakeholders, develop a
dissemination strategy, mobilize financial and
other support and manage perceptions of MOSIP
among potential user organizations, media, and
civil society.

have terms of reference to guide inter-committee
interactions.
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CONCLUSION
A foundational ID system enables individuals to
uniquely identify themselves while accessing
services to which they are entitled. When
implemented effectively, a digital foundational
ID can foster more efficient service delivery.
MOSIP is a modular and open source identity
platform that hopes to help countries
implement a foundational digital ID in a
cost-effective manner. It is built on the
principles of scalability, security and privacy. Due
to its modular architecture, MOSIP provides
flexibility in designing and implementing the
foundational ID systems.

Figure 8 - An indicative roadmap for MOSIP. We
expect the first implementation rollout by summer of
2019.
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